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Who are we?

e Annika Meyer
> President, co-founder of ADVTOOLS

e Sebastien Andrivet
» Director, co-founder of ADVTOOLS
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ADVTOOLS

e Swiss company founded in 2002 in
Geneva

e Specialized in Information Securi

& Problems Diagnosis

» Pentesting
» Security Audits
» Forensics

» Training /
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Agenda

e Qverviews
e Previous researches

e iIPhone/iPad application pentest
» Our methodology

e Live demonsirations

¢ Q&A
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10S Application Types

e Web Applications
» HTML + CSS + Javoscnp’r
» Run inside Safari 7

 Native Applications:
» Written in Objective-C (+ C/C++)

» Compiled into CPU code: ARM for actual
devices, x86 for iIOS Simulator

* MonoTouch, Adobe Flash, ...

» Written in high-level language
» Compiled into CPU code




i0S Applications

e Distributed as “.ipa” files
> in fact simply zip files

e Deployed as “.app” directories
» like on Mac OS X

e Executable code is:
» encrypted with FairPlay DRM (AES)

» signed with Apple’s signature
» decryption with GDB or Crackulous




Objective-C

e Objective-C = C + Smalltalk
 Object oriented language
e Created in early 1980s by Stepstone

 Objective-C 2.0 released with Leopard
(Mac OS X 10.5)

e Can be mixed with C and C++



Reverse Engineering

e Not so obvious af first:
» ARM instruction set
» Objective-C & objc_msgSend
» Generated code sometimes strange
» Few (working) scripts and tools

e Finally not so difficult

e Your best friend:
» Hex-Rays IDA Pro (Win, Mac, Linux)



Data storage

plist files (Property lists)
» Used and abused
» Binary (depreciated) or XML

Salite 3
» From time o time
Keychain
Binary data files (aka unknown)



iTunes & Backups

Every time you connect your device to
your computer, a backup is made

Contains almost all dato
By default, not encrypted.
To mitigate security problems:

M Open iTunes when this iPhone is connected

[L] Sync only checked songs and videos

|| Prefer standard definition videos

|| Convert higher bit rate songs to 128 kbps AAC
I

| Manually manage music and videos
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™ Encrypt iPhone backup]| Change Password... |




Previous researches

In general, out of date

Often inaccurate

But contain interesting information
We will give here only some examples
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Foundstone (McAfee / Intel)

Whitepaper

o -

Penetration Testing for iPhone / iPad
Applications

Author:

Kunjan Shah
Security Consultant
Foundstone Professional Services

http://www.mcafee.com/us/resources/white-papers/foundstone/wp-pen-
testing-iphone-ipad-apps.pdf
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Nicolas Seriot

iPhone Privacy

Nicolas Seriot*
http://seriot.ch

Black Hat DC 2010
Arlington, Virginia, USA

Abstract

It is & little known fact that, despite Applc’s claims, any applics-
ownloaded from the App Store to s standard iPhone can access
a significant quantity of personal data.

T'his paper explains what data are at risk and how to get them pro-
grammatieslly without the user’s knowledge. These dats include the
phone number, email accounts scttings (except passwords), keyboard
eache entrics, Safari searches and the most recent GPS location.

This paper shows how malicious applications could pass the manda-
tory App Store review unnoticed and harvest data through officially
sanctioned Apple APLs. Some attack seenarios and recommendations
are also presented.

Keywords: Apple, iPhone, Security, Privacy. App Store, Malware.
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™~ Bas
- :ul;: .Smm B a software engineer in Switzerland. He has
z en:ie and is now a scientifie collaborator at
aud (HEIG-VD). Nicolas holds a Master's degree in

¢ taught iPhone devels
bt:.hool of Business and E-Lnginlmol:
Economic erime investigation

http://seriot.ch/resources/talks_papers/iPhonePrivacy.pdf 13




TippingPoint (now HP)

Reverse Engineering iPhone AppStore Binaries
BY PEDRAM AMINI
FRI 06 MAR 2009 13:09PM 21431 VIEWS 5 COMMENTS LINK

1 recently had the need to peek under the hood of an iPhone application I
purchased through the AppStore and quickly came to discover that getting
started takes a bit more effort then simply dragging and dropping inta IDA. I'm
certainly not the first person to have done this, but when faced with a new
challenge 1 like to figure it out the hard way at first, to better understand the
fine details. This blog entry details how to get an application into a reversable
state.

iPhone apps purchased through the AppStore live in your iTunes library under
the folder "Mobile Applications". Each app is stored in a zip archive with a .IPA
extension. You can simply rename the file te .ZIP and decompress to view the
contents. I'll use the game Fieldrunners as the example in this blog, which is in
my opinion, the best iPhone game available. Decompressing and loading
Payload\Fieldrunners.app\Fieldruners into IDA 5.4 will properly parse the Mach-
O binary, list some symbols and provide you with very little and very odd

looking disassembled code. Examining the string table reveals next to nothing.
This is because the binary is encrypted, the app is in an unacceptable state for
reverse engineering. The iPhone loader is respensible for decryption at run-time
so I figured my best bet would be to jailbreak my phone and get on the actual
device. Jailbreaking is an impressively easy operation these days, requiring only
a few minutes with QuickPWN and installing some basic necessities like
OpenSSH and GDB. Once on the device, you have to find your target
applications directory and make a working copy of it:

# cd /private/var/mobile/Applications/

# find ./ -ineme \*.app | grep Field
CRE38FFC-2D74-4DB3-AB29-9410A7E860B7/Fieldrunners. app

The executable is a 32-bit Mach-O file which consists of 3 main regions. A

header, followed by load commands, followed by segments/sections. Here is an

illustration (not my own, found it on Google):

Header

Load commands

Segment 1 3 —‘
Segment 2
Data
-

i Section 1 data
£ -
= Section 2 data
2 -
@ Section 3 data

http://dviabs.tippingpoint.com/blog/2009/03/06/reverse-engineering-iphone-14
appstore-binaries
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Primer on Reversing Jailbroken
iPhone Native Applications PATCHING APPLICATIONS FROM

APPLE’S APPSTORE WITH

ADDITIONAL PROTECTION

hitp://www.accessroot.com/arteam/site/download.php?2view.222 15
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Pentesting 10S Applications

e Step 1: Preparing a device

e Step 2: Preparing a workstation
o Step 3: Preparing a network

e Step 4: Pentesting

e Step 5: Report
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Step 1: Preparing a device

e Dedicated iPhone or iPad

e Jailbreaking
» Easier if you jailbreak
» Forbidden by Apple if you are a developer

» Dangerous: jailbreaking is disabling most of the
security features of iOS

e Install tools
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APT 0.7 Strict
adv-cmds
Darwin CC Tools
GNU Debugger
Inetutils

Isof
MobileTerminal
netcat

Tools

e network-cmds

nMap
OpenSSH
tcpdump
top

wget
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iI0S Default Passwords

e By default, there are two users:
» root
» mobile

e Passwords = alpine
* Be sure to change them:

> passwd
» passwd mobile
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Step 2 : Workstation

e Windows:
> OK

e Mac OS X (Lion or Show Leopard)
» Beftter
e Linux, FreeBSD, ...

» Good luck!

» Possible but you will need a Windows to run
some tools (virtual machine...)
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Some Tools

e Windows:
» SecureCRT or Putty, WINSCP
> plist Editor for Windows

e Mac OS X:
» ssh, SecureCRT, Cyberduck
» XCode

e Windows / Mac:
» SQLite Database Browser
> Apple iPhone Configuration Utility
» Wireshark
» Burp, Webscarab ...
> IDA Pro (+ ARM decompiler)
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Our Tools

e ADVsock2pipe
» Remote network captures (Windows)

 ADVinterceptor 2.0
» Communications inferception
» DNS & Web Servers

e Available on GitHub under GPLv3
> https://github.com/ADVTOOLS
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Step 3: Network

Wifi

Flrewal




Step 4: Pentesting

e Step A: Install app. from iTunes

e Step B: Reconnaissance (passive)
» B.1: Network capture
> B.2: Interception
> B.3: Artifacts
» B.4: Decrypt + Reverse engineering

e Step C: Attack (active)
» C.1: Interception + tampering
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B.1: Network Capture

tcpdump

+
et —L> @ @@ —

ADVsock?2pipe Wln_dows
PIPE
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http://www.wireshark.org/

B.2: Interception
Proxy method

No SIM = 10:12

Wi-Fi Networks i gss

| Oft Auto

Server 192.168.0.5 é e

Purt SDSD ..................

Authentication |' OFF

- * Burp Suite Pro
WebScarab
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B.2: Interception
ADVinterceptor

‘No SIM =

Wi-Fi Networks

Flur - ‘1?2.:‘25.!‘3:1 % ‘ “

DNS 192.168.05 | HTTPS_ ADVinterceptor 2

Search Domains localdomain é (DNS Server
Client ID é Web Server,.. )
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Inject SSL Certificates

e Roof from Burp or ADVinterceptor
e Use Apple IPhone Configuration

iPhone Configuration Utility

ﬂ Devices iPhone Apps Interception com. j interception

Applications

Provisioning Profiles
DEVICES

H [t iPhone

No SIM = 10:51 =

Profile

=] LDAF =
)
@ Mot Configured

Credential

ADVtools Burp Ro...

& CalDAV

25 ot Configured

=5 Subscribed Calendars
) Mot Configured

% . CardDAV
r = | Not Configured

=4 Web Clips
@ Mot Configured

== Credentials

(BB ? Payloads Configured

. SCEp
Mot Configured

Mobile Device Management
Mot Configured

Advanced
Mot Configured

Credential Name
MName or description of the credential

[ADVtools External Root CA

Certificate or Identity Data
Certificates for inclusion on device.

View Certificate

Credential

Credential Name
MName or description of the credential

ADVTOOLS

@ Verified

Remove

|AD\-’tooIs Computer External CA

Certificate or Identity Data
Certificates for inclusion on device.

View Certificate

Description

Signed

Received

Contains

Profile description.

iPCU CA 907cab88-d134-
482d-8371-cd087566e5e3

May 19, 2011
Certificate

-

More Details




Demos

SSH Client
(SecureCRT)

VNC Client

Windows 7 on Mac Book 2




Q&A
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Thank you\ /

To contact us:
annika@advtools.com
sebastien@advtools.com

Twitter:
@AndrivetSeb
@ADVTOOLS

www.advtools.
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